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Abstract— Cloud computing provides convenient, on-demand services from a shared pool of configurable computing
resources. So many of them prefer to use cloud computing services such as data storage, customized applications etc., it
offers economical and technical advantages. And also it has unpredictable security and privacy concerns particularly for
data storage in public cloud infrastructure. So encrypted remote data access is necessary to guarantee the data privacy and
usability. To enable authorized data usage, efficient access control is necessary in cloud environment with multi-user system
capability. However the authorized user may intentionally or unintentionally become a victim for leak the secret key. In
such condition, tracing and revoking leak of secret key needs to be solved first. For this purpose this work proposes an
attribute based multiple keywords subset search system with encryption decryption mechanism. The proposed mechanism
could effectively prevent the Key Generation Centre from unauthorized searching and decrypting all encrypted files of
users. The decryption process uses energy aware computation for energy constrained nodes. The efficient user revocation
is feasible after locating the malicious user. The malicious users can be find out and they're blocked only authorized users
may be allowed to go looking the files.
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I. INTRODUCTION
With the new technology, cloud computing becomes the most important one, which provides convenient, on-demand
services from a shared pool of configurable computing resources. So many of them prefer to use cloud computing
services such as data storage, customized applications etc., it offers economical and technical advantages. But on the
other side it has unpredictable security and privacy concerns particularly for data storage in public cloud infrastructure.
So encrypted remote data access is necessary to guarantee the data privacy and usability. Encryption is primary method
to protect data privacy in remote storage. To enable authorized data usage, efficient access control is necessary in
cloud environment with multi-user system capability. However the authorized user may intentionally or
unintentionally become a victim for leak the secret key. In such condition, tracing and revoking the abused secret key
needs to be solved immediately. For this purpose this work proposes an attribute based multiple keywords subset
search system with encryption decryption mechanism. Searchable encryption mechanism provides to enable keyword
search over encrypted data.
II. RELATED WORK
For the file sharing system, there are multiple-owners and multiple users exist, fine-grained search authorization is a
desirable function for the data owners to share their private data with other authorized user. However, the available
systems, requires the user to perform a large amount of complex bilinear pairing operations. These issues come to be
a heavy burden for user’s terminal, which is in particular severe for energy constrained devices. The decryption system
permits user to recover the message with light-weight decryption. However, the cloud server might return wrong halfencrypted information as a result of malicious attack or system malfunction. Thus, it is an important issue to guarantee.
The proposed mechanism could effectively prevent the Key Generation Centre from unauthorized searching and
decrypting all encrypted files of users. The decryption process uses energy aware computation which is desirable for
energy constrained nodes. The efficient user revocation is enabled after the identification of malicious user. The
proposed system is attribute based system and uses multiple keyword subsets to realize the desired outcome.
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Searchable encryption permits key-word seek over encrypted data. The concept of public key encryption with keyword
search is important for protecting the privacy of outsourced data. Data owners in Public Key Encryption schemes store
their files in encrypted form in the remote untrusted data server. The data users query to search on the encrypted files
by generating a keyword trap door, and the data server executes the search operation. In 2016, Chen ET AL. introduced
the concept of “dual server” into Public Key Encryption to resist off-line keyword guessing attack. Attribute Based
Encryption is an important method to realize fine-grained data sharing. In ABE schemes, descriptive attributes.
III. PROPOSED ALGORITHMS
In this we can use the Fully Homomorphic Encryption Algorithm.
The fully homomorphic encryption (FHE) scheme consist of the following algorithms.
(1) Key generation. Taken a security parameter κ as input, the algorithm outputs a public and secret key pair (pk1,
sk1).
(2) Encryption. Taken a message ms and the public key pk as input, the algorithm outputs a cipher text ct =
HEncpk(ms).
(3) Decryption. Taken a ciphertext c and the secret key sk1 as input, the algorithm outputs a message ms = HDecsk(ct).
(4) Homomorphic addition. Taken two cipher texts ct1 = HEncpk(m1) and ct2 = HEncpk(m2) as inputs, the algorithm
outputs a cipher text ct = ct1 ⊕ ct2 such that HDecsk(ct) = m1 + m2, where ⊕ is the homomorphic addition.
(5) Homomorphic multiplication. Taken two cipher texts ct1 = HEncpk(m1) and ct2 = HEncpk(m2) as inputs, the
algorithm
outputs a ciphertext c = ct1 ⊗ ct2 such that HDecsk(ct) = m1 · m2, where ⊗ is the homomorphic multiplication.
Algorithm 1 Key generation
Step 1: n = pk1sk1, the RSA modulus
Step 2: λ = lcm (pk1 − 1, sk1 − 1)
Step 3: g є Z /n2 Z s.t. n|or dn2(g)
Step 4: Public-key: (n, g), secret key: u, μ
Algorithm 2 Encryption of ms
Step 1: ms є {0, 1... n − 1}, a message
Step 2: h єR Z/n Z
Step 3: ct = gm hn mod n2, a cipher text
Algorithm 3 Decryption of ct
ms = L (cu mod n2) L(g u mod n2) − 1 mod n
The constant parameter,
L (gu mod n2)-1 mod n or L (g α mod n2)-1 mod n
where g=1+ n mod n2 can also be recomputed once for all.
IV. COMPARITIVE RESULTS
Fig. 1: Represents the home page and displays welcome message to the screen, it contains the buttons like,
Registration, Cloud, KGC, Data user, and Data owner. Those are used to login into the corresponding home pages.
To login it requires the ID and Password.
Fig. 2: Represents the Registration page. It can be used for registering the new Data users and Data owners. For
registration it requires to fill the details of new entry. This can be used to avoid the unauthorized users.
Fig. 3: Represents the Upload files page. In this all the files can be uploaded, in this page Data owners can upload
the files. The files which are uploaded by the Data owners can be viewed by Cloud and KGC.
Fig. 4: Represents the view all uploaded files page. This can be used for viewing the all uploaded files, those are
uploaded by the Data owner. These can be viewed by the Data owner, KGC, and Cloud.
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V. CONCLUSION
The enforcement of access manipulate and the guide of key-word search are important troubles in at ease cloud storage
gadget. In this, I described a brand new paradigm of searchable encryption gadget, and proposed a concrete creation.
It helps flexible a couple of keywords subset search, and solves the key escrow hassle at some point of the key
generation procedure. Malicious user who sells mystery key for gain may be traced. The decryption operation is in
part outsourced to cloud server and the correctness of half of-decrypted result may be demonstrated by way of records
consumer.
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